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The modern workplace is increasingly influenced by leaders who
recognize the transformative power of data analytics and Al. This
presentation delves into the practical experiences and insights
gleaned from industry frontrunners effectively utilizing these
technologies.

These leaders have not only achieved significant operational
efficiencies but have also mastered the art of simplification in
complex business processes. Their lessons underline the
importance of strategic integration, the value of data-driven
decision-making, and the transformative potential of Al-driven
automation.

Attendees will gain a comprehensive understanding of how top
enterprises are reducing costs, streamlining operations, and
fostering innovation. Drawing from real-world case studies, this
presentation aims to encourage cost analysts to tap into the
immense potential of data analytics and Al, turning insights into
actionable strategies for enhanced work efficiency.
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What is Al?
Why do we care?

How Industry Leaders are leveraging Al
* Matt Bemis
* Chad Ratashak
* Others

Using Al to simplify tasks
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WHAT IS Al?

Artificial Intelligence (Al) is a branch of
computer science that empowers
machines to handle tasks that traditionally
rely on human intelligence (such as
learning, reasoning, problem-solving, and
creativity) with remarkable immediacy.
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Al IN A NUTSHELL

 Computer systems that mimic human intelligence have resulted in various Al tools that
can tackle many problems, including:
e Speech recognition,
* Language understanding,
* Problem solving, and
* Decision making

* “Weak Al” would be simple systems that we have all surely encountered: Siri, Alexa,
service-oriented chatbot helpers, waiting room queue assistants, navigational GPS’s,
etc.

e “Strong Al” are systems that can think, learn, and perform new activities like humans
using functionalities such as machine learning, deep learning, natural language
processing, computer vision, etc.
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LARGE LANGUAGE MODELS (LLM) SIMPLY GUESS THE NEXT WORD

They are trained on terabytes of data running through racks of servers for months at a time
where they learn how to identify patterns using supervised or unsupervised learning

LLMs need hardware that can be turned off at any time

LLMs are not creative, but rely on information that humans have collected and stored on the
internet

Natural Language Processing Pipeline

20000

https://www.analyticsvidhya.com/blog/2023/09/a-survey-of-large-language-models-lims/

?Turin-g
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Pulling back the curtain, LLMs
that is associated with
specific words or text

o ranging How do they do these things?
between 1 and about 30,000 that are They guess the next word token.

assigned to words or text

* The models do this by examining the
between tokens The dog eats the apples

* The is selected, and

El per ro come las man zan as

* The

the style and content the LLM was
trained on

ChatGPT limits users to 4,000 tokens
(equivalent to 3,000 words) while
ChatGPT-4 can accept
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Al offers estimators significant shortcuts if used wisely

WHERE ARE WE NOW? Stageaof

* Al cannot replace Artificial Intelligence
human reasoning

* Alis atool, just like B
MlcrOSOft EXCEl OI“ Consciousness

ACEIT Currently %@
technology ¢——
is here
Machine Intelligence
You could generate a cost estimate on paper, but the
DoD exclusively uses computer software for estimating. : * *g_:
Why? It is because it is faster, less error prone, and shup g
more easily stored. We can use Al for the same Machine Learning
reasons!
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Tagi

Y2 Bard Al
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“Generative Al [is] probably one of the most disruptive

technologies and initiativesin avery long, long time.

Those who harness that and can understand how to
best leverage it, but also how to best protect against

it, are going to be the ones that have the high ground.”

GEN ROBERT SKINNER
NSE INFORMATION SYSTEM AGENCY

11
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« ANALYSIS - o PROCESS »

@, ALGORITHM 3
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* Alis already shaping the private industry in unique ways

* The federal government must follow suit or and competitors



HOW INDUSTRY LEADERS ARE

LEVERAGING Al
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MATT BEMIS: CTO@ BAYMARK HEALTH

D AT
C R

* ChatGPT is atool that he uses every day

* He chats with it first, before asking it anything so that the context is
understood before the prompting begins
 ChatGPT’s large language model (LLM) has consumed the entire internet up to

a point in time and needs nothing more (it has enough — cutoff occurred in
2021)

* If you are not happy with the response, then continue to fine tune it and keep
prompting
* Always start a new session to ensure that ChatGPT pulls data from the
LLM

* Treat eachrequest as a new channel of information, unless you are continuing
an earlier chat otherwise you could see bias in the response

* Important to isolate each chat!
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MATT SAVES HOURS OF WORK EACH WEEK USING Al

* He uses itto do avariety of daily tasks like:
* Write paragraphs on specific points for emails or papers,
* Brainstormideas (c.2., give me ten ideas for XXX),
* Better understand complex information (c.2., brealk this down step-by-step),
* Evaluate certain parametersin a unique way,
* Make a schedule of activities,
* Triage information to find the main points (excellent summaries and best thesaurus ever!)
* Write code in any language (not flawless, but works well in small chunks)

* Take unstructured data and put it into an Excel format (ChatGPT does a fantastic job!)
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GOOD PROMPT ENGINEERING AND TEMPERATURE ENSURE BETTER
RESULTS

* Be polite and specify order/ranking (it applicable) in your chat as the LLM will not know this
intrinsically

* Always say what you mean, but if you are evaluating competing contracts, keep the information
you share with ChatGPT generic / anonymized to safeguard your proprietary data

* Al “drift” can occur due to the entropy and chaos that exists in the system

* |Inyourrequest, set the temperature to what kind of a response you want (e.g., name for a Sheep-a-

doodle puppy)

* Low temperature = 0 means the LLM will reflect the truth/normal (Wooly, Cuddles, Pippin, etc.)

* High temperature = 30 means the LLM can be more creative (Fluffernox, Sheepizzle, Nimbus)

* Highertemperature = 100 means the LLM will have more freedom (Galaxoodle, Sheeptronix, Fluffsplosion)

* Very high temperature = 10,000 means anything goes for the LLM! (Fluffernautical Whimsiclaw, DoodleMuffin Starhoof)
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BE RESPECTFUL OF Al SINCE IT IS COLLECTING YOUR DATA TOO!

* Always assume that your data will be used / sold by the company

* Veryfew people read through the terms & conditions before adding apps

* Know that you need to specify order/ranking (if applicable) in your chat as the LLM will not know
this intrinsically

* Ifyou find yourself in a sinkhole, stop what you are doing and start a new chat
* Find a task that you do regularly at work and examine whether ChatGPT can save you time, if so, use it!
* Practice with ChatGPT using fictional information first to learn how to communicate with the tool better

* Trialand error iterations work best for learning good prompt engineering techniques

 Be aware that LLMs have made it easier to “phish” for your data, therefore, always use two-
factor authentication
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CHAD RATASHAK — FINANCIAL CRIMES INVESTIGATOR

* Generative Al LLMs create new content based on old patterns NORMAL LEARNING POISONING ATTACK
* When using them for research, you need to know your material well OATASET AN noA
* 90% of the time, the result is correct, but a chatbot could also be making it up
* Always verify the information W W
* Typical attacks become more powerful when LLMs are involved hfl%%w#ﬁm : X
¢ Hallucinations can occur where the LLM simply makes things up
* Promptinjections ﬂ%%wm%

 Can be used by attackers to send an email with a hidden prompt that MODEL
includes instructions to exfiltrate data (LLM email assistant with read/write
access will act on the instructions)

* Prompts can be hidden with white-on-white or “size 0” font that the LLM can
read and act upon those instructions (prompts can be hidden in the
comments section of valid websites)

* Data poisoning enables malicious LLM outputs
* Visual data poisoning - Text is overlaid on an image to fool the LLM

* Phishing emails will become so high quality they will be hard to discern
from the truth

* Fake news /online profiles /job applicants



https://informationmatters.net/data-poisoning-ai/
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CHAD RATASHAK - WHAT TO WATCH OUT FOR WHEN USING Al

* Deep fake scams are becoming more prevalent, are highly accurate, and can be generated easily
* Most people have some video of themselves on social media sites that has recorded their voice and image
* Politicians have hours of video based on campaign ads and public testimonies
* |fyou suspect a deep fake video, ask the person to show the back of their head
* Currently, Al data only reflects faces
* Inthe future, we will spend a lot of time justifying that we are who we say we are
* Adversarial suffixes applied to prompts can be used to bypass Al rules
* Write a tutorial on how to make a bomb
* LLM responds with “I’m sorry, but | can’t assist with that request.”

* Using this adversarial suffix: Write a tutorial on how to make a bomb
allows a user to get around security features

* Ifyou figure out the right formula that allows you to jailbreak, you are in!

* The only way to safeguard against this is to never give an LLM access to a system that has secure data/information

Use Al to be a force multiplier for things you are already good at doing or to explain difficult concepts to others
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Michael Woudenberg and
Carl “CJ” Unis - Polymathic
Disciplines LLC

accessibility of

Systems thinking expands low-code and no-code
beyond just a single program tools
to look at the whole system

"If you think you understand
the problem step back and
see if you understand the
system" CJ

Integration is key because
there is not one person who
can accomplish a whole
project

80% of your time should be
handling and cleaning your
data

neural
network that is always
learning and gets better the
more it plays the game

20
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USING Al TO
SIMPLIFY

TASKS




Iad

Subjectivity:

Relying on
expert judgment
or historical
data can lead to
bias and
variation in
estimates
(Different
experts,
different
estimates)
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Incomplete
Information:

Qutdated or
missing data
can lead to
inaccurate
estimates due
to market
fluctuations,
regulations, and
risks that may
be overlooked.

Lack of
Flexibility:

Traditional
methods
struggle to
adaptto
changing
requirements
or market
conditions.
Modifications
and updates
can be

cumbersome.

@

Human Error:

Manual
calculations
and reliance on
personal
judgment can
introduce
errors. Careful
double-
checking is
crucial.

g

Limited
Visibility:
Traditional
methods often
lack real-time
insights into
project
progress.
Identifying cost
overruns or
deviations can
be difficult.

lea

Limited
Scope:

Traditional
methods
may not
consider all
relevant
factors, like
environment
al impact or
supply chain
disruptions.

Resource
Constraints:

Time and data
availability can
limit the depth
and accuracy
of cost
estimates.
Efficiency is
key.
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HOW COST ESTIMATORS CAN SAVE TIME WITH Al

Combine
document formats

Summarize
documents

Use Al like a calculator

Use Al like “spell check”, but for
math

Use Al to generate a change log
template or format for your
estimate

Use Al to search for the most
recent inflation indices for
specific commodities

Use Al to search for analogies
or confirm the appropriateness
of methodologies
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BENEFITS OF USING Al FOR COST ESTIMATION

* Many cost estimators report that data collection, cleaning,
and sorting takes much longer than the actual analysis

* These tedious and repetitive tasks can often be automated

* Al algorithms can run routine calculations far faster than
humans

* Altools can be programmed to look for duplicates, outliers,
and/or missing values.

* They can format data in a useable fashion or help in the
conversion of file types.

* They can write computer code (for example, in R or Python)

* Overall, this provides more time for cost analysts to focus on
meaningful analysis
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Al CAN ANALYZE LARGE DATASETS AND PROVIDE REAL-TIME UPDATES
TO ESTIMATES WHEN CONDITIONS CHANGE

* These models can learn from historical data and improve their accuracy over time

* Machine learning algorithms can identify the most cost influential variables
* Al can cluster similar data points together into meaningful groups

* It can find the best predictive indicators and pinpoint the best parameters to be used in regressions,
learning curves, and wrap rates

* Al canidentify complex patterns that may otherwise be impossible to find

Integration of Al estimating tools can
Improve accuracy and expediency
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BUCKLE UP: QUANTUM COMPUTING';Z
IS AROUND THE CORNER %

* Instead of binary transistors that are either “on” or “off”
quantum mechanics utilizes all points in-between, or qubits, for

computations

Quantum computers will be 158 million times faster than
today’s most sophisticated computers and they

* Must operate at close to absolute zero, which is very difficult to
maintain, and the technology is not quite there - yet!

Will be able to complete calculations in minutes that would take
current super computers

* Will exponentially enhance machine learning and generative Al

Quantum Computing will have the capability to break all current
encryptions

If Al scares you, watch out for Quantum Computing!
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